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Networking

• Configuring

• Monitoring

• Debugging

• Troubleshooting

• Q&A.



Configuring

• Setting/Changing an IP address
• Setting up/Changing Hostname
• Editing a hosts file
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Configuring

Setting/Changing an IP address

There are several ways to set an IP address in Ubuntu. You can configure the network interface to use 
dynamic IP using DHCP server or you can manually set a static IP address.

Method #1: Network configuration on the command line

In Ubuntu, you can set IP address through terminal commands.

> sudo ifconfig eth0 192.168.0.110 netmask 255.255.255.0

Then to add a default gateway, add the below command:

> sudo route add default gw 192.168.0.1 eth0

Method #2: Network configuration using GUI (NOT OUR WAY)
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Configuring

Setting/Changing an IP address

Method #3: Configure the network by editing /etc/interfaces file

• One more method that you can use to configure the IP address. To obtain IP address dynamically, you 
have to edit /etc/network/interfaces. In /etc/network/interfaces, the basic configuration of interfaces 
is stored.

Edit the /etc/network/interfaces by entering the following command in terminal.

> sudo nano /etc/network/interfaces

Then add the following lines:

> auto eth1 iface eth1 inet dhcp

Save the file and restart networking services using the below command.

> sudo systemctl restart networking 
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Configuring

Setting/Changing an IP address

Method #3: Configure the network by editing /etc/interfaces file

• To set IP address static, you also have to edit /etc/network/interfaces.
Edit the /etc/network/interfaces by entering the following command in terminal.

> sudo nano /etc/network/interfaces
Add the below lines to /etc/network/interfaces.

> auto eth1
> iface eth1 inet static address 192.168.0.111 
> netmask 255.255.255.0 
> gateway 192.168.0.1 
> dns-nameservers 8.8.8.8

Save the file and restart networking services using the below command.
> sudo service networking restart
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Configuring
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Setting up/Changing hostname

The hostname of Ubuntu OS is configured in the file /etc/hostname.
To edit /etc/hostname, enter the below command:

> sudo nano /etc/hostname

Editing the hosts file

Hosts file maps hostname to IP address locally. For instance, you have a server in your local network, instead 
of remembering its IP, you can map its IP with a name in your /etc/hosts file. It will allow you to access that 
machine with a name instead of the IP. To edit a hosts file, enter:

> sudo nano /etc/hosts

Add the server IP address and name in the hosts file in the following format:
192.168.0.120 mywwwserver

Save the file and reboot the system to apply changes.
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Enable or Disable Specific Interface

To enable or disable specific Interface, use command as follows.

Enable eth0

> sudo ifup eth0

Disable eth0

> sudo ifdown eth0



Monitoring / Debugging / Troubleshooting
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PING Command

PING (Packet INternet Groper) command is the
best way to test connectivity between two nodes.
Whether it is Local Area Network (LAN) or Wide
Area Network (WAN). Ping use ICMP (Internet
Control Message Protocol) to communicate to
other devices. You can ping host name of ip
address using below command.
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TRACEROUTE Command

traceroute is a network troubleshooting utility which
shows number of hops taken to reach destination also
determine packets traveling path. Below we are tracing
route to global DNS server IP Address and able to reach
destination also shows path of that packet is traveling.
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Netstat (Network Statistic) command display connection info,
routing table information etc. To displays routing table
information use option as -r.
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Dig (domain information groper), dig query DNS related
information like A Record, CNAME, MX Record etc. This
command mainly use to troubleshoot DNS related query.
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nslookup command also use to find out DNS related 
query
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route command also shows and manipulate ip routing table. 
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host command to find name to IP or IP to 
name in IPv4 or IPv6 and also query DNS 
records.

ARP (Address Resolution Protocol) 
arp is useful to view / add the contents of the 
kernel’s ARP tables. To see default table use the 
command as
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(cURL) curl is a command-line tool for
getting or sending data including files using
URL syntax. Since cURL uses libcurl, it
supports every protocol libcurl supports
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GNU Wget is a free utility for non-interactive download of files from the Web. It supports HTTP, HTTPS,
and FTP protocols, as well as retrieval through HTTP proxies.
Wget is non-interactive, meaning that it can work in the background, while the user is not logged on.
This allows you to start a retrieval and disconnect from the system, letting Wget finish the work. By
contrast, most of the Web browsers require constant user’s presence, which can be a great hindrance
when transferring a lot of data.



Monitoring / Debugging / Troubleshooting

18

Nmap ("Network Mapper"), nmap is a free and open
source (license) utility for network discovery and security
auditing. Many systems and network administrators also
find it useful for tasks such as network inventory,
managing service upgrade schedules, and monitoring
host or service uptime. Nmap uses raw IP packets in novel
ways to determine what hosts are available on the
network, what services (application name and version)
those hosts are offering, what operating systems (and OS
versions) they are running, what type of packet
filters/firewalls are in use, and dozens of other
characteristics. It was designed to rapidly scan large
networks, but works fine against single hosts. Nmap runs
on all major computer operating systems, and official
binary packages are available for Linux, Windows, and
Mac OS X.
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tcpdump is a command line utility that
allows you to capture and analyze
network traffic going through your
system. It is often used to help
troubleshoot network issues, as well as
a security tool.
A powerful and versatile tool that
includes many options and filters,
tcpdump can be used in a variety of
cases. Since it's a command line tool, it
is ideal to run in remote servers or
devices for which a GUI is not available,
to collect data that can be analyzed
later. It can also be launched in the
background or as a scheduled job using
tools like cron.



Thank you!


